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Development I Monitoring / Review of this Policy

This OnUne Safety poucy has been developed by a committee made up of:

• Headteacher/ Senior Leaders

• On ne Safety Coororato’

• A Sta” - ncLuding Teachers. Support Staff, Aon ann site staff

• Governors

Consultaton rv,tb newnaeschoo. cortrrnumty nastaxen pace through a range of forma and ,ntorma.

meetings.

Schedule for Development I Monitoring I Review

This Online Safety policy was approved by the Board of March 2023

Directors / Governing Body! Governors Sub Committee on:

Toe moleme”tatcn of :nis Orne SYety pol cy wIl ce i-/eacjteacher

monitored by the: F-Safety Leader

‘vlonror.ng wI taKe olace at regula nterva s: Annually

Governing Body will receive a report on the implementation of Annually

the Online Safety Policy generated by the monitoring group

(which will include anonymous details of online safety incidents)

at regular intervals:

The Online Safety Policy will be reviewed annually, or more February2o24

regularly in the light of any significant new developmenrs in the

use o the technologies: new trvea:s to orlne safety or ncidents

tnat nave taKen p ace. The next aticpated review date will be:

Sbou’d se1os online safety incdents take place, the ‘o”owng I 5Eç’gEr Mu/tiAgancy

external oersons / agenc es shoud be “tom-ed Safeguarding Hub (‘Southern

MASH,?. Pa/ice, SWGPL, LSP

Safeguardihg Team dependant

on the specifics of the i/ic/dent

The school will monitor the impact of the policy using:

• Logs of reported incidents

• Monitor.ng ogs of nte’net activity (incuo rig s tes v siteD) / flter rig avai 50i0 through scnool

• Surveys! cuestonnanes of

[DuG Is

D jncot&t !CeUéS



Scope of the Policy

This policy applies to all members of Blagdon Primary School community (including staff, students,

volunteers, parents / carers, visitors, community users) who have access to and are users of school digital

technology systems, both in and out of the school.

The Education and Inspections Act 2006 empowers Headteachers / Principals to such extent as is

reasonable, to regulate the behaviour of students! pupils when they are off the school site and empowers

members of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents

of online-bullying or other Online Safety incidents covered by this policy, which may take place outside of

the school, but is linked to membership of the school. the 2011 Education Act increased these powers with

regard to the searching for and of electronic devices and the deletion of data. In the case of both acts,

action can only he taken over issues covered by the published Behaviour Policy.

B agdon P?iniary School wil deal with such rodents w:hin this colicy and associatec cenaviour ad anti-

bullying policies and vb’il, whee knowr, inform paren:s / carers of incidents of irappooriate OnIHe Safety

oehavious that take pace out of school.

Roles and Responsibilities

The followHig sec:icn outlnes the online safety roles and responsib lit as o :rdivd.,a 5 ann grouns within

the school.

Governors

Governors are responsib e for the approval o the OnI ‘e Safety Policy and for reviewing the effectiveness

of the ooky. This wilI be carriec Ott oy Ine Governors receving regu’ar inorma:on about onlre safety

ircioen:s ano monto rg reports. A memoe’ of the Goverrir’g Body has taken on the ro e of On me Safety

Governor as part of their arty as Cb d P’o:ec:io” / Safeguarding Governor. Te roe of te Online Sa’e:y

Governor will inc1ude:

• ‘egular meetings with the On -c Safety Co-o’dinator

• regular rnnnitoring of online safety incicent rogs

• regular monitoring of filtering! change control logs

• reporting to relevant Governors meeting

Headteacher and Senior Leaders

• The Headteacher has a duty of care for ensuring the safety (including online safety) of members

of the school community, though the day to day responsibility for online safety will be delegated

to the Online Safety Lead.
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• The Headteacher and (at east) another member of the Senior Leadership Team should be aware

of the procedures to be followed in the event of a serious online safety allegation being made

against a member of staff (see flow chart on dealing with online safety incidents — included in a

later section — Responding to incidents of rnrsuse and relevant MAT disciplinary procedures).

• The t-leadteacher/ Senior Leaders are responsible for ensuring that the Online Safety Lead and

other relevant staff receive suitable training to enable them to carry out their online safety roles

and to train other colleagues, as relevant.

• The Headteacher/ Senior Leaoers will ersure Mat there is a system in piace to allow for mor.itor’.g

and suoport of those r scnool who carry out the interna! o’lne safe:y moni:o’<ng role. This is to

provide a sa’ety net ano also sLopot to those coleagues who take on. mportantmontoring roles.

• The Senior Leaoerslno Team will receive reg, ar monitorirg repo’is from the OnI ne Safety Lead

Online Safety Lead

• takes day to day resoonsio ty for onlire safety ‘ssues and has a leadng roe in estahI sning and

review ‘icj tne school on ne sa’ety policies / documents

• ensures that all staff are aware of the procedures that need to be followed in the event of an online

safety incident taking place

• provides training and advice for staff

• liaises with the MAT

• liaises with school technical staff

• receives reports of online safety incidents and creates a log of incidents to inform future online

safety developments

• meets regularly with Online Safety Governor to discuss current issues, review incident logs and

filtering / change control logs

• attends relevant meeting of Governors

• reports regularly to Senior Leadership Team

Technical Staff:

The Techrica Stars responsible f0r er.surg:

• that the schools tecnncal infrastrjctre is secure and is not ooen to nsuse or ma icious a:tac<

• that B agcon Primary Scnool meets required onl “e safety techr. cal requirements and any MAT

Oniine Safety Policy / Guidance that may app1y.

• that users may only access the networks and devices through a properly enforced password

potectio policy, in wh ch passwords are regulary changed

• the fiiteurg policy Vit nas one), is aoplied ard uodatec on a recLar basis arc that ts

imolementat on is rot tie sole responsi’oili:y o any single perso

• that they keep up to date with online safety technical information in order to effectively carry out

their online safety role and to inform and update others as relevant
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• that the use of the network is regularly monitored in order that any misuse / attempted misuse

can be reported to the Headteacher and/or Online Safety Lead for investigation / action / sanction

• that monitoring software / systems are implemented and updated as agreed in school policies

Teaching and Support Staff

Are responsible for ensuring that

• they ‘ave an o to dare awaeness of online safety ria:ters and of the curert school Onli”e Safety

PolEcy and orac:ces

• they have read, uncerstood and signea the Staff Acceptab e Use policy / Agreement (AUP)

• they report any suspected misuse or problem to the Headteacner/ Senor Leader and/or Online

Sa’ety Lead for inves:igatio / acton / sarctEo

• all digital communicatons wth pupi s / paren;s /carers s’nou d be on a pofessionaI evel and on y

caned out using officia school systems

• online safety Essues am embedded •r’ all aspects o the curric um and otbe’ activties

• pupils unoerstand and (oliow the Oniine Safety Poucy and acceprable use policies

• pupils have a good understanding of research skills and the need to avoid plagiarism arid uphold

copyright regulations

• they monitor the use of digital technologies, mobile devices, cameras etc in lessons and other

school activities (where allowed) and implement current policies with regard to these devices

• in lessons where internet use is pre-planned students should be guided to sites checked as suitable

for their use and that processes are in place for dealing with any unsuitable material that is found

in internet searches

Designated Safeguarding Lead

Should be trained in Online Safety issues and be aware of the potential for serious child protection /

safeguarding issues to arise from:

• sha*ng of pesoa data

• access to illega’ / inacoroprate materials

• r,aoproprate on-line contact with adults / stranges

• noze—t al or actal incdents of groom ng

• online-bullying (cyber-bullying)

Online Safety Group

The Safegua’ding Leads act as toe O°line Sa’ety G’oup prov des a cosJtative grouc that has rrde

representation from Blagdon Primary School comrnuriity, with responsibility for issues regarding online
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safety and the monitoring the Online Safety Policy including the impact of initiatives. The group will also

be responsible for regular reporting to the Governing Body.

Members of the Online Safety Group will assist the Online Safety Lead (or other relevant person, as above)

with:

• the production! review! monitoring of the school Online Safety Policy! documents.

• the production ! review! monitoring of the school filtering policy (if the school chooses to have

one) and requests for filtering changes

• mapping and reviewing Ihe online safety! digital literacy curricular provision — ensuring relevance,

breadth and progression

• monitoring network ! internet! incident logs

• consulting stakeholders — including parents / carets and the students ! pupils about the online

safety provision

• monitor ‘q imp’cver”en: actions icentified through use of the 360 degree safe sel1-review tool

Pupils:

• are responsoie to’ us ng B agdon Or’nay School o gita tec’nno cgy systems in accordance w:tn

the Pupi Acceptable Use Agreement

• have a good °ders:ardirg of research sk s ard tne need to avoid pagiarsm a”o upnoo

copyright regulations

• need to understand the importance of reporting aouse, misuse or access to inappropriate

materials and know how to do so

• svll be expected to know ano uncers:ard po cies on the use of niooile devces and digital cameras

They shoulo also <now and uncerstad policies on the taking ! use of niages ano on online

bully g/cycer-bullyng.

• should uncerstand toe mportance of aoopting good online safety practice when us “g digital

technologies out of school and reaise that tne schoo!’s Online Sasety Policy covers tneir actions

out of school. if ‘elated to their rnemoers”ip o’ the school.

Parents! Carers

Parents! Carers play a crucial role in ensuring that their children understand the need to use the internet

! mobile devices in an appropriate way. Blagdon Primary School will take every opportunity to help parents

understand these issues through parents’ evenings, newsletters, letters, the school website and information

about national! local online safety campaigns Parents and carers will be encouraged to support Blagdon

Primary School in promoting good online safety practice and to follow guidelines on the appropriate use

of:

• digital and video images taken at school events

• access to parents’ sections of the website
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• their cHdren’s personal devices in Blagdon Primary School (where this is allowed)

Community Users

Community Users who access school systems Platform as part of the wider school provision will be expected

to sign a Community User AUA before being provided with access to school systems.

Policy Statements

Education — Pupils

Whilst regulation and technical solutions are very important, their use must be balanced by educating

students to take a responsible approach. The education of pupils in online safety is therefore an essential

part of tne schools online safety provison Cnioen ano young poop e need the help and supoo: of the

scnool to recognise anc avoid online safety risks and hui d their resilience.

Onl.e safety sno•o be a focus in all areas of the curricu:um acl staff sbo0ld reirforce onlne saety

messages across toe curriculum. The onlne safety cwriculum should be broao. reevant a”a provide

orogression, th opportunities for creative activities and wil be orovided in the fo owng ways:

• A planned online safety crculum should be orovdec as part of Computing / PHSE / other

lessons a-c shous be eg.Jarly revisited

• Key online safety messages should be reinforced as part of a planned programme of assemblies

ad castoral activ ties

• °upls snoulo be taJgnt in al iessons to be critcaHy awarn oL the rla:erials / content they access

o-l ne ann be guided to val cate the accuracy of informaton.

• °pls shojd be taught to ack—ow eoge the source of information used and to respect cooyright

wien using ma:eria accessed on tile internet

• °uoils shoulo be supoo’ted n building esilience to adicalisatior cv providing a sate environment

for debating controversia ssues anc helpi”g them to unoestand how they can n’luence and

participate in cecision-ma<irtg.

• Puoils snoulo be he pod to urders:a”c te need for the stucen:/pucil Acceotable Use Agreeme”t

and encouraged to adopt safe and responsible use both within and outside school.

• Staff should act as good role models in their use of digital technologies, the internet and mobile

devices

• In lessons where internet use is pre-planned, it is best practice that pupils should be guided to sites

checked as suitable for their use and that processes are in place for dealing with any unsuitable

material that is found in internet searches.

• Where pupils are allowed to freely search the internet, staff should be vigilant in monitoring the

content of the websites the young people visit.
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It is accepted that from time to time, for good educational reasons, students may need to research

topics (eg racism, thugs, discrimination) that would normally result in internet searches being

blocked. In such a situation, staff can request that the Technical Staff (or other relevant designated

person) can temporarily remove those sites from the filtered list for the period of study. Any request

to do so, should be auditable, with clear reasons for the need.

Education — Parents I Carers

Many parents and carers have only a limited understanding of online safety risks and issues, yet they play

an essential role in the education of their children and in the monitoring / regulation of the children’s

online behaviours. Parents may underestimate how often children and young people come across

potentially harmful and inappropriate material on the internet and may be unsure about how to respond.

3Iagdo Primary Schooi wiil therefore seek to provide information and awareness to parents and carers

throg’n

• Cuncu urn ac:ivities

• Let:ers the sc”ocl website

• Parents / Carers evenings / sessions

• High o?ofile events / campa grs e.g. Safer ln:err.e: Day

• Re’ererce :0 t”e re evant websites I publicatiofls e.g. Digital Paren:ing, swcforpu<

wwwsaferin:ernet.crci.uk/ htto://wwwchUdnet.com/oarets-and-carers

Education — The Wider Community

Bagoon r mary School will provoe opoortunites for local cornrrun:y groups / membm’s of :e

communty :o gain from :he school’s online safety <nowleoge and expeence. ms may be offered :nrougb

the following:

• Prov d°g family learning courses “ use of new digita tecnno ogies, digi:a Iteracy and on[re

safety

• Online safety messages twgeteo :owaros grandparents and other re a:ives as well as paren:s.

• Biagdon Priman, School wehsite wiil provide online safety information for the wioer community

• Supporting community groups e.g Early years Settings, Childminders, youth / sports / voluntary

groups to enhance their Online Safety provision

Education & Training — Staff! Volunteers

It is essential that all staff receive online safety training and understand their responsibilities, as outlined in

this policy. Training will be offered as follows:
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• A planned programme of formal online safety training will be made available to staff. This will be

regularly updated and reinforced. An audit of the online safety training needs of all staff will be

carried out regularly.

• All new staff should receive online safety training as part of their induction programme, ensuring

that they fully understand Blagdon Primary School Online Safety Policy and Acceptable Use

Agreements.

• It is expected that some staff will identify online safety as a training need within the performance

management process.

• The Online Safety Lead (or other ominateo person) wil receive regular updates through

attendance at external train:g evers (eq from SWGfL / LA! LSP / other relevant organ sat ons)

ann by rev ewing gu dance oocuments re:eased by re evant orgaisatons.

• This Online Safety Policy ano its updates wil oe presented to and oscusseo by staff in staff

meetings / .NS[T days.

• The Online Sa’ety Lead (or other ‘omina:ed oerson) wi provide advice / gudance / training to

inoividua:s as requireo

Training — Governors

Governors should take part in online safety training / awareness sessions, with particular importance for

those who are members of any subcommittee! group involved in technology! online safety! health and

safety /safeguarding. This may be offered in a number of ways:

• Attendance at training provided by the MAT or other relevant organisation (e.g. SWGfLL

• Participation in school training! information sessions for staff or parents

Technical — infrastructure! equipment, filtering and
monitoring

Blagdon Primary School will be responsible for ensuring that the school infrastructure! network is as safe

and secure as is reasonably possible and that policies and procedures approved within this policy are

imolementeo. It will also Seed to ensure that the re’evant peop e named in tne above sections wil ce

effect;ve n ca-rying out their online safety responshites:

• School tecnn cal sysTems will be managed in ways that ersure that Bagdon Primary School meets

recommendec techn:cal requirements

• There will oe regular reviews and aunits of the safety and securty of school techncal systems

• Servers, wreless systems and cabing must oe secu’ely ocatec and pnysica access lestictec

• A users wi have cearly aefined access rights to scbco techrica! systems ac devices.

• A I users (at KS2) wi be provided witn a and secure password ny the On e Safety Lead

ano Network Manager who WiH keep an up to date record of users and tneir usernames Users are

responsible for the security of their username and password and will be required to change their

password every six weeks
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• The administrator passwords for Blagdon Primary School ICT systems, used by the Network

Manager must also be available to the Headteacher or other nominated senior leader and kept in

a secure place (eg school safe).

• The School technical staff are responsible for ensuring that software licence logs are accurate and

up to date and that regular checks are made to reconcile the number of licences purchased against

the number of software installations.

• Internet access is filtered for all users. Illegal content (child sexual abuse images) is filtered by the

broadband or filtering provider by actively employing the Internet Watch Foundation CAIC list.

Content lists are regularly updated and internet use is logged and regularly monitored. There is a

clear process in place to deal with requests for filtering changes

• Internet filtering / rnonitori ng should ensure that children are safe from terrorist and extremist

rnateria I when accessing the internet

• Blagdon Primary School has provided enhanced / differentiated user-level filtering

• School techncaI staff regularly monitor and record the activity o’ users on the school techocal

systems a’n users are made aware of tnis in tne Acceptab;e use Agme’nen:.

• An apcropr ate system is in pace ‘or users to report any actua; / potential tec’ica1 incident /

security breac’ to tne re.evant person, as ageed)

• Aopropr:ate securty measures are pace to protect the servers.. hewails, routers, wireless

systems, wor< statiofls, mob e oevices etc from accidental or malcious attempts whicn mgt

threaten the security of the school systems ano data. These are tested regu arly. Tne school

.nfrastructue and nd vidual workstat’ons are protected by up to date virus software.

• The Acceptable Use Policy Agreement is in place regarding the extent of personal use that users

(staff I students / pupils / community users) and their family members are allowed on school

devices that may oc usec out of school.

• An agreed policy is n place mat restricts staff 1rom dow’ioaong executable files anc insta hng

programmes on school dcv ces.

• An agreec nolicy is in place regard ‘g the se of removace media (eg memory stcks / CDs /

DVD5) by users 0n school devices Personai data cannot be seflt over the internet or taken off the

school site unless saely encryoted or oterwe secured.

Mobile Technologies (including BYOD/BYOT)

Mobile technology devices may he school owned/provided or personally owned and might include:

smartphone, tablet, notebook / laptop or other technology that usually has the capability of utilising the

school’s wireless network The device then has access to the wider internet which may include the schools

learning platform and other cloud based services such as email and data storage.

All users should understand that the primary purpose of the use mobile / personal devices in a school

context is educational The mobile technologies policy should be consistent with and inter-related to other

relevant school polices including hut not limited to the Safeguarding Policy, Behaviour Policy, Bullying

Policy, Acceptable Use Policy, and policies around theft or malicious damage. Teaching about the safe and
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appropriate use of mobile technologies should be an integral part of the school’s Online Safety education

programme.

The school Acceptable Use Policy Agreements for staff and parents/carers/ visitors will give consideration

to the use of mobile technologies

Where BYOD is granted, the school expects users to act responsibly, safely and respectfully in line with

current Acceptable Use Policy Agreements, in addition;

• Devices are broughi into school at the owner’s risk

• Visitors should be provided with information about how and when they are permitted to use

mobile technology in line with local safeguarding arrangements

• Users are responsible for keeping their device up to date through software, security and app

updates. The device is virus protected and should not be capable of passing on infections to the

network

• Users are responsible for charging ther own devices anc for protectg and look ng after their

devices wh le n school

• Devices must be in srlent mooe on the scnool site

• Devices brought into schoo. are prov ded to supcort eamning

• Con9scation and searching (Eng’and) - the school has the rght to taKe. examre and search any

device Mat is suspectec 0’ unauvnorised use, eit’er :ec’nica or nanproprate.

• The cnanging of sett’gs (exceptions incLde personal sett:ngs such as tort sze, brghtiess, etc..)

that woulc stoo the devce working as it was originally set up arc interdec to work is no: oermiteo

• The software / apps originally rnstalled by the school must remain on the school owned device in

usable corditon and be easily accessibe at all times From time to tme the school may add

software appi ca:ions for use in a parzicula lessor Periodic chec<s of cevices v/I be mace to

ensure that users ‘ave not removed requ rec apos

• Users must only ohotograph oeople with tne’r permisson. Users must o y take pictures or vdeos

that are recued for a task or activity. All unflecessary mages orvideos will be oeletec irmeoate y

• Staft owned devices should not be used for persona purposes during teachirg sessions, ess in

exceotiona circumstances

• Printing from personal devces wilr not be possible

The school allows:

School Devices Personal Devices

School School Authorised Student Staff Visitor

owned for owned for device1 owned with owned owned

single user multiple permission

users

Authorised device — purchased by the pupil/family through a school-organised scheme. This device may

be given full access to the network as if it were owned by the school.
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Allowed in school Yes Yes Yes Yes but not Yes but Yes but

to be used not used not used

and sto,ed in

safely presence

of

chfldren

Full network access Yes Yes Yes

Internetonly Yes Yes for

Governors

and

education

al visitors

No network access Yes Yes — to

other

visitors

Use of digital and video images

The development of digital imaging technologies has created significant benefits to learning, allowing staff

and students instant use of images that they have recorded themselves or downloaded from the internet.

However, staff, parents / carers and students need to be aware of the risks associated with publishing

digital images on the internet. Such images may provide avenues for cyber-bullying to take place. Digital

images may remain available on the internet forever and may cause harm or embarrassment to individuals

in the short or longer term. It is common for employers to carry out internet searches for information about

potential and existing employees. The school will inform and educate users about these risks and will

implement policies to reduce the likelihood of the potential for harm:

• When using digital images, staff should inform and educate students about the risks associated

with the taking, use, sharing, publication and distribution of images. In particular they should

recognise the risks attached to publishing their own images on the internet e.g. on social

networking sites.

• Written permission from parents or carers will be obtained before photographs of students / pupils

are published on the school website / social media/ local press

• In accordance with guidance from the Information Commissioner’s Office, parents / carers are

welcome to take videos and digital images of their children at school events for their own personal

use (as such use in not covered by the Data Protection Act). To respect everyone’s privacy and n

some cases protection, these images should not be published / made publicly available on social

networking sites, nor should parents / carers comment on any activities involving other pupils or

members of staff in the digital / video images.

• Staff and volunteers are allowed to take digital / video images to support educational aims, but

must follow school policies concerning the sharing, distribution and publication of those images.
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Those images should only be taken on school equipment the personal equipment of staff should

not be used for such purposes.

• Care should be taken when taking digital / video images that students / pupils are appropriately

dressed and are not participating in activities that might bring the individuals or Portishead Primary

School into disrepute.

• Students / pupils must not take, use, share, publish or distribute images of others without their

permission

• Photographs published on the website, or elsewhere that include students / pupils will be selected

carefully and will comply with good practice guidance on the use of such images.

• Pupils’ full names will not be used anywhere on a website or blog, particularly in association with

photographs.

• Pupils’ work can only be published with the permission of the pupil and parents or carers.

Data Protection

See Data Protection Policy

Communications

A wide range of rapidly developing communications technologies has the potential to enhance learning.

The following table shows how the school currently considers the benefit of using these technologies for

education outweighs their risks / disadvantages:

Staff & other
Pupils

adults
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Communication Technologies

Mobile phones may be brought to the school / academy x

Use of mobile phones in lessons x

Use of mobile phones in social time x

Taking photos on mobile phones / cameras x
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Use of other rnobHe devices e.g. tablets, gaming devices x x

Use of personal emah addresses in school or on school x x
neiwork

Use of school emah for- personal eniahs x x

Use of messaging apps x x

Lise of social media x

Jse o’ blogs x x

Wren us rg comm’ocation :echno ogies Blagdon Prmary Schoc! considers te folowng as good

practice:

• The official scnoo emai servce may oe regarded as sate ar-d secure and is n’onito’ed. Users shone

oe awa’e r’at emai comn’unicatio”s are moni:o’ed. Star and stude”ts / pup is snoule therefore

use on y B agdor Prrrary School emal service to communicate wi:h others when in scnool, or on

school systems (e.g. by remote access).

• Users must immediately report, to the nominated person — in accordance with Blagdori Primary

School pohcy, the receipt of any communication that makes them feel uncomfortable, is offensive,

discriminatory, threatening or bullying in nature and must not respond to any such communication.

• Any digital communication between staff and pupils or parents / carers (email, social media, chat,

blogs, VL[ etc) must be professional in tone and content. These communications may only take

place on official (monitored) school systems. Personal email addresses, text messaging or social

media must not be used for these communications.

• Whole class / group email addresses maybe used at KS1, while students at K52 will be provided with

individual school email addresses for educational use.

• Students should be taught about online safety issues, such as the risks attached to the sharing of

personal details. They should also he taught strategies to deal with inappropriate communications

and be reminded of the need to communicate appropriately when using digital technologies

• Personal information should not be posted on Bladon Primary School website and only official email

addresses shoJd be use-a to dent’fy members of staff

Social Media - Protecting Professional Identity

All schools, academes, MATs and ocal authorities have a duty of care to orovide a safe lea’ing

environment for pupils ao staff. Scnoo s. MATs ann ocal authonties coijld be neid responsib e. i”direc:ly

for acts of their employees in tne course of tneir emoloymet S:aff rrenoers who harass, engage in on ne

bullying, oiscriminate on t’-e grounds o’ sex, race or oisablity or woo defame a third oa’ty nay renoer

Blagdon °rmary School or MAT liaole to the injured paly. Reasonabe steps to orevent pedictahle harm

must he in place.
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Blagdon Primary School provides the follovdng measures to ensure reasonable steps are in place to

minimise risk of harm to pupils, staff and the school through:

• Ensuring that personal information is not published

• Training is provided including: acceptable use, social media risks; checking of settings; data

protection, reporP’cj issues.

• Clear epo’1ing guidance, inouding esoonsiblities, crocedures a”d sanctions

• Risk assessment. includng legal risk

Schoo s:a’f should ensure that:

• No re’erence shoulo oe mace in social mecia to pupus parerts / carers or school sta’f

• They do not engage in online discussion on personal matters relating to members of the school

comm u n i ty

• Personal opinions should not be attributed to the school or MAT

• Security settings on personal social media profiles are regularly checked to minimise risk of loss of

personal information

When official school social media accounts are established there should be:

• A process for approval by senior leaders

• Clear processes for the administration and monitoring of these accounts — involving at least two

members of sraff

• A code of benavioc ‘or users of the accounts, incud ng:

o Systems for reporting ano dea ing with abuse ano misuse

o Unders:ard:ng of how ncidents may he dealt with jtder school dsciol nary procedures

Personal Use:

• Personal communications are those made via a personal social media accounts In all cases, where

a personal account is used which associates itself with Blagdon Primary School or impacts on the

school/ academy, it must be made clear that the member of staff is not communicating on behalf

of Blagdon Primary School with an appropriate disclaimer. Such personal communications are within

the scope of this policy

• Personal communications which do not refer to or impact upon the school are outside the scope of

this policy

• Where excessive personal use of social media in school is suspected, and considered to be

inter’ering wth relevant duties, discipliray action may be taken

• Blagdon Primary School per-cs easorab e and aporop ate access to private soc al media sites

Monitong of Pubic SocaI Med.a

• As part of active social media engage’ent, it is consdered good practice to p o -active y monitor

the L’te’net for pub ic postings about the school

14



• The school should effectively respond to social media comments made by others according to a

defined pohcy or process

The school’s use of social media for professional purposes wW be checked regularly by the senior risk

officer and Online Safety Group to ensure compliance with the school policies.

Dealing with unsuitable I inappropriate activities

Some internet activity e.g accessing child abuse images or distributing racist material is illegal and would

obviously he banned from school and all other technical systems. Other activities eg. cyber-bullying would

be banned and could lead to ciiminal prosecution. There are however a range of activities which may,

generally, be legal but would be inappropriate in a school /academy context either because of the age of

the users or the nature of those activities.

B agdon ?nn’ary School believes Vat tne actvites refereo to in the folowing section would be

nappropnate ri a schooi cortext arc tnat users, as defned he’ow. shoulo not engage in these actvit;es in

/ or os ne Portishead Primary School when using scnoo equipment or systems. Blagoon Primary School

pa :cy res:rcts usage as ‘ollows

G)
,fl

-r

w

C C,

0. 0- ‘-‘

t —‘

UserActioris .- p a
4 4 4 0. 0.

- r Child sexual abuse images —The making, productio” 0’ dis:r Duzor

of indecent images of criildren. Contrary to The Protection of X

Children Act 1978
t

Grooming, incitement, arrangement or facilitation of sexual acts

against children Contrary to the Sexual Offences Act 2003.

2
S

Possession of an extreme pornographic image (grossly offensive,

disgusting or otherwise of an obscene character) Contrary to the X

Cririinal Justice and Immigration Act 2008
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Criminally racist material in UK — to stir up religious hatred (or hatred

on the grounds of sexual orientation) - contrary to the Public Order X

Act 1986

Pornography x

Promotion of any kind of discrimination x

threatening behaviour, including promotion of physical violence or

mental ham

PomoVon of extremism o r:errorisrn X

Any other iformaton whcii may be offensive to colleagues or

breaches the n:egrity of the etnos of tre schoo or brings the scocol x

into disreoute

Using schoo systems to run a orivate business X

Using systems. aop ica:io’s. weosi:es or oter mecnanisms that bypass the

filtering or other safeguards emp’oyeo oy :e school / acaoemy

Infringing copyright x

Revealing or publicising confidential or proprietary information Keg financial /

personal information, databases, computer / network access codes and X

passwords)

Creating or propagating computer viruses or other harmful files x

Unfair usage (downloading! uploading large files that hinders others in their

use of the internet)

On-line gaming (educational) X

On-line gaming (non-educational) X

On-line gambling x

On-line shopping! commerce X

F Ic sbarirg

Use of soc a media X

Use of messaging apps X

Use of video broadcasting e.g. Voutube X
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Responding to incidents of misuse

This guidance is intended for use when staff need to manage ncidents that involve the use of onhne

services It encourages a safe and secure approach to the management of the incident. Incidents might

involve illegal or inappropriate activities (see User Actions above).
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Illegal Incidents

If there is any suspicion that the web site(s) concerned may contain child abuse images, or if there is any

other suspected illegal activity, refer to the right hand side of the Flowchart (below and appendix) for

responding to online safely incidents and report immediately to the police.
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Other Incidents

It is hoped that all members of Blagdon Primary School community will be responsible users of digital

technologies, who understand and follow school policy. However, there may be times when infringements

of the policy could take place, through careless or irresponsible or, very rarely, through deliberate misuse.

In the event of suspicion, all steps in this procedure should be followed:

• Have more than one senior member of staff involved in this process. This is vital to protect

individuals if accusations are subsequently reported.

• Conduct the procedure using a designated computer that will not be used by young people and if

necessary can be taken off site by the police should the need arise. Use the same computer for the

duration of the procedure.

• It is important to ensure that the relevant staff should have appropriate internet access to conduct

the procedure, but also that the sites and content visited are closely monitored and recorded (to

provide further protection).

• Record the URL of any site containing the alleged misuse and describe the nature of the content

causing concern. It may also be necessary to record and store screenshots of the content on the

machine being used for nvestigation These may be printed, signed and attached to the form

(except in the case of images of child sexual abuse — see below)

• Once this has been completed and fully investigated the group will need to judge whether this

concern has substance or not. If it does then appropriate action will be required and could include

the following:

o Internal response or discipline procedures

o Involvement by Local Authority / Academy Group or national I local organisation (as

relevant).

o Police involvement and/or action

• If content being reviewed includes images of child abuse then the monitoring should be halted and

referred to the Police immediately. Other instances to report to the police would include:

o incidents of ‘grooming’ behaviour

o the sending of obscene materials to a child

o adult material which potentially breaches the Obscene Publications Act

o criminally racist material

o promotion of terrorism or extremism

o other criminal conduct, activity or materials

• Isolate the computer in question as best you can. Any change to its state may hinder a later police

investigationS

It is important that all of the above steps are taken as they will provide an evidence trail for Blagdon Primary

School and possibly the police and demonstrate that visits to these sites were carried out for safeguarding

purposes. The completed form should be retained by the group for evidence and reference purposes.
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School Actions & Sanctions

It is more likely that Blagdon Primary School will need to deal with incidents that involve inappropriate

rather than illegal misuse. It is important that any incidents are dealt with as soon as possible in a

proportionate manner, and that members of the school community are aware that incidents have been

dealt with. It is intended that incidents of misuse will be dealt with through normal behaviour / disciplinary

procedures as follows

Actions / Sanctions

C)

C

2

C,
Li t

-

0- C
ci C)
S 0

-c - -

Li - > Li 0 C)

a; a —

— 0 C C)-o Li C u c C
‘ F- CO Li Li

—J 2 0 Ci C
Li tfl 0- C

— 2
2S222’

Pupflsincidents ‘ - -

‘ : I
De bera:ely accessng or trying to access rcate a that

coud be consioered illegal (see list r eariieC section on x x x x

unsuitable / inaporopriate activites).

Jnau:horlsed use of non-educational sites during
x x

essons

Jnayhorised / inappropriate se of mobile phone /
x x x

c;gi:al camera / o:her mobile device

Unauthorised / inappropriate use of social media /
x x x

messaging apps / personal email

Unaurhorised downloading or uploading of files x x x

Allowing others to access school network by sharing
x x x x x

usernarne and passwords
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Attempting to access or accessing Blagdon Primary

School network, using another student’s! pupil’s x x x x

account

Attempting to access or accessing Blagdon Primary
x x x x

School network, using the account of a member of staff

Corrupting or destroying the data of other users x x x x x

Sending an email, text or message that is regarded as
x x x x

offensive, harassment or of a bullying nature

Continued infringements of the above, following
x x x

previous warnings or sanctions

Actions which could bring Blagdon Primary School into

disrepute or breach the integhty of the ethos of the x X X

school

Using proxy sites or other means to subvert the school’s
x x x

! academy’s filtering system

Accidentally accessing offensive or pornographic
x x x

material and failing to report the incident

Deliberately accessing or trying to access offensive or
x x x x x

pornographic material

Receipt or transmission of material that infringes the

copyright of another person or infringes the Data x x x

Protection Act
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Actions / Sanctions

Co

0

0_Ui
U) i :3

c

EL .2
a ci E

- I— • -c-
Co

Si <3 E a>

= I 0_ — a it

2 2 2 2 2 •.

Ui 0-
U) 0) Ui U) U) E 0- 0Staff Incients

0

Deliberatey accessing oi tiying to access materia that coud

he considered iflegal (see list in eater section on unsuitable / x x x X

inappropriate activitiesc

napp-ooria:e nersonal use of the irtemet / socia men a /
x

personal email

Una:thorisec cown caclng or up caning 0r hles x

Al;owinc o:heEs to access school networK by shareg

userriaTle and oassvorcs or aleniptrg to access 0 X X

accessing the school networ<. sig aro:be pesc’s accouflt

Careless use of pci sorai oata ca. nocJnq o :ransrerrng da:a
- x x

in an insecure manner

Delberate actio’s to beach data p’cect:on or network
x x

securi:y c. es

Corro:ing or des:royino the data of o:he users o causng
- x x x x x

deioerate damage to ‘arciwaie oi software

Sending an ema I, tex: or message that is egaec as
x x

oVens cc, na’assment o ot a bullying nature

Usin000rsonal emafl / socal netwoK:ing / instant messaging

/ :ex: iessag ng so carrying out o gi:aE commurucations wit’ X

students / pupils

Actions which could comprorni se the staff member’s
x x

professional srandi ng

Actions which could bring Blagcion Primaiy School into

dsrepute or breach the integrity of the ethos of Blagdon x x

Primary School

Using proxy sites or other means to subvert the school’s /
academys filtering system
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Accidentally accessing offensive or pornographic material and
x x

failing to report the incident

Deliberately accessing or Irying to access offensive or
x x

pornographic material

3eachrg copydght o lcesing egnlatio”s x

Con:nried in’ ngeien:s of the ao•ove fcowg p’evious
x x

warn rgs cr sa”ct c’s

In the event of such an incidel occLrr -g. a wrt:en rncord would be made descrioirg both the ocident

and the action taken, together wth ra:ioae appropriate This Tcord will be retained wit—in the mdiv dua s

personal file and e-safety incident log and safeguarding file as appropriate.
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Appendix

This policy should be read in conjunction with the following policies.

• Mob e P’one Policy )separate)

• Passv,’oro Policy

• Electronic Devices Search and Deerion 00 cy
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PASSWORD POLICY

Introduction

The school wi)1 be responsible for ensuring that the school infrastructure / network is as safe and secure as

is reasonably possihe are that:

• users car’ only access data to which Vey ‘nave right of access

• no user should be aole to access anotrer’s files, winout oerrnissor (or as alloweo for mortoring

purposes within the school’s policies).

• access to personal ea:a is securely con:roied in line with the schoo ‘s persona: cata policy

• logs are mainta’nee of access by users and of their actions wilst using the system

Responsibilities

The management of the password security policy will he the responsibility of the online safety coordinator,

ICT technician and SLT.

All adults and pupils in Key Stage? will have responsibility for the security of their username and password.

Adults and pupils in KS? must not allow other users to access the systems using their log on details and

must immediately report any suspicion or evidence that there has been a breach of security. In Key Stage

1, class ogins will be used but monitored by the relevant class teachers, with any concerns being passed

on to the online safety coordinator. Where pupils have login and passwords in KS1 / EYFS have passwords

to access online learning (eg via Teams/Apps), these will be given to the parents I carers and the class

teacher.

Passwords for new users and replacement passwords for existing users will be allocated by the Id Lead

Adult users will change their passwords every term, while KS? pupils will change their passwords every

year. All users a: KS? w be orovided with a ,:sername and password by :ne ICT Tccbr ciar who ‘..‘... keep

an up to date record of users and tneir usernan’es.

The fol owing rules apply to the use of passwords:

• Neve reveal your password to aflyone

• Do not use ary nart of your username w :hin the passworo

• Never write your password down or stoic them where they are left 00cr

• Passwords shall no: be displayed on screen, and sall be securely hashed

• Requests ‘or passwc’d changes should be made in person to the o”line safety coo”d rator,

ensuring that the new password can only be passed to the genuine user.



The following rules apply to the use of passwords for adults:

• Passwords must be changed every term.

• Adult passwords should be a minimum of B characters long and must include three of— uppercase

character: lowercase character and number.

• Computers anci iaptoos will be screen locked when leaving a room.

• The “adm nis:ratoi oassworas for the sciool ICT system, used by the IC1’ tecinican and on ‘r,e

safety coordinator must also cc ava’able to toe r’teadreacher or other nominated senor leader

and kept in a secure place.

•

Training I Awareness

Members of staff will be made aware o’ te schools oasswoic policy:

• At induction.

• ‘‘hmough tris po;icy.

• Through the Acceptable Use Policy Statement.

Pupils / students will be ‘nade aware of the school’s password policy:

• In computing: PSUE or [-safety lessons.

• Through the Acceptable Internet Use Statement.
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Electronic Devices - Search & Deletion Policy

Introduction

In response of the changing face of information technologies and increasing pupil use of these

technologies, Part 2 of the Education Act 2011 (Discipline) has introduced new powers to schools to search

pupils for items ‘banned under the school rules’ where necessary in order to maintain discipline and ensure

safety. This includes the power to ‘delete data’ stored on seized electronic devices.

Pupils are discouraged from bringing mobile phones or other personal electronic devices to school other

than with prior permission in specific circumsiances. They must only be used within the rules laid down by

the school. Items banned under the school rules are determined and publicised by the Headteacher

(section 89 Education and Inspections Act 1996).

An authorsec member of staff finding an electronic oevce may access and exam ne any data or files on

the device if they think Mere is a good reason to do so (i e. the staff memoer must reasonably suspect that

the data or file on the device in citiestion has been, or could be, used to cause harm, to c’’srt]pt teaching

or break Me school rules).

Authorised staff (have the rigrt to;

• Search w tn consent - Authorised staff may search with the pup l’s consent for any item.

• Searc’n withojt consent - Autnorised staff may only search wit’out the pupis consert for anyth’rg

which is either ‘prohibited’ (as defined in Section SSOAA of the Education Act 1996) or appears in

the school iu es as a item w-ich is banned and may be searched for

• Staff must have reasonable grounds for suspectng that a oupil is in possession of a orotoited

item i.e. an item oanneo by ti-c school rules and which can be searched for.

• Staff should take reasonable steps to cneck tne owrershio of :he mobi!e ohone / personal

electronic device before carrying ot a searc (The powers inc uded :n the Education Act oo not

extend to devices owrea (or msIaio by otner parties e.g. a vsting parent or convactor

• Where poss ie, searches should not take place in oublic places eg an occupied classroom, which

might be considered as exo oitir.g the pupil being sea’c’eo

• Staff caryi.ng out the search must be the san-c gerder as the pupil beng searcned; and there

must be a witness (also a staff member), where possible they too should be the same gender as

the pupil being searched.

• There is an exemption whereby authorised staff can carry out a search of a pupil of the opposite

gender including without a witness present, when they reasonably believe that there is a risk that

serious harm will be caused to a person if the search is not conducted immediately and it is not

reasonably practicable to summon another member of staff.

• The person conducting the search may not require the pupil to remove any clothing other than

outer clothing, i.e hats; shoes, boots; coat; blazer; jacket; gloves and scarves)
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• A pupils possessions can only be searched in the presence of the pupil and another member of

staff, except where there is a risk that serious harm will be caused to a person if the search is not

conducted immediately and where it is not reasonably practicable to summon another member

of staff.

• ‘Possessions’ means any goods over which the pupil has or appears to have control —this includes

cesks, lockers and bags.

Force cannot be used to search w:hout consent for •tems oanneo .nder the school rules regardless

of whether the rules say an item can be searched for

Electronic Devices

The examination of the data / files on the device should go only as far as is reasonably necessary to

establish the facts of the incident. Any further intrusive examination of personal data may leave the school

open to legal challenge. It is important that authorised staff should have training and sufficient knowledge

of electronic devices and data storage. If inappropriate material is found on the device it is up to the

authorised member of staff to decide whether they should delete that material, retain it as evidence (of a

criminal offence or a breach of school discipline) or whether the material is of such seriousness that it

requires the involvement of the police Examples of illegal activity would include:

• child sexual abuse images (including images of one child held by another child)

• acul: ‘rateria’ whicn notentaily oreaches the Obscene Publications Act

• criminaliy racist rna:eral

• otner criminal corouct. ac:ivty or material.

Follow ‘tg ar examnation, the cevice ma:y be returned to the owner, retained or disoose of. the autnorised

staff memoer may erase any data or files, they tink there is a gooo reason to do so Specif c training is

required for those staff who may need tojudge whetner material that is accessed is inappropnate or Hiegal.

Members of staff may require support in judging whether the material is inappropriate or illegal. One or

more Senior Leaders should receive additional training to assist with these decisions Care should be taken

not to delete material that might be required in a potential criminal investigation.

The school should also consider their duty of care responsibility in relation to those staff who may access

disturbing images or other inappropriate material whilst undertaking a search. There should be

arrangements in place to support such staff.

The resoorsble person, school E Safety cad, w ensure tnat LII records are kept of “cdents involv ng

the searching for and of mobi e phones and electron c devices ana tne delet o o’ data / f les. These

recoros will be reviewed ny ESafety ead, Designated Safeguardng lead or Deputy and E-Safety Governor

three times a year or more where necessary) This nolicy wil1 be revewed by the Headteacher ad

governors annally ann in resoorse to changes in DfE guidance. More detailed informa:io regardira the
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Education Act 2011 can be found in ‘Screening, searching and confiscation — Advice for head teachers

governors and governing bodies.

http://www.education.cjovuk/schools/oupilsupport/behaviour/behaviouroolicies/f0076897/screening -

seac”inc-andconfiscation
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